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Â

Å צּ שּ ṕ Ṗ ḭ ￼ Ṅ HTML

CSS ︣ כֿ פּ ṇ

Â ṇ
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︡פּ קּףּ לּ ︣ Ḯ
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Â

Åhttp:// html 5exam.jp/outline/objectives_lv 1_v2.html

Â

Å http:// html 5exam.jp/measures/sample.html

Â HTML5

Å http:// html 5exam.jp/contact/download.html

Â

Å ṣHTML5 1 & Ver2.0 Ṥ

V ṇ 15% ṇ

ï http://html 5-campaign 201709 .peatix.com /

ṇ

http://html5exam.jp/outline/objectives_lv1_v2.html
http://html5exam.jp/measures/sample.html
http://html5exam.jp/contact/download.html
http://html5-campaign201709.peatix.com/
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Â ṕ Ṗ

Å HTTP ḭ לּ HTTPּף HTTPS ︣ ︡

ךּ Ḯ

Å ḭ ︡ שּ ṇ ṇ קּ ḭ ︣ ︣ צּ

קּ Ḯ

Â

Å Web ṇ אל

Å HTTP וֹףּ ךּ

Å URI ךּ

Å Web ṇ צּ ︣

Å Web ṇ צּ ︣ ṇ ṇ

Å HTTP אל ךּ

Â

Å HTTP, HTTPS, SSL/TLS
Å ṕGET, POST, HEAD, PUT, DELETE Ṗ
Å URI, URL
Å ṇ ṇ , 
Å HTTP Header Fields ṕAccept, Authorization, Cache -Control, Content -Language, Expires Ṗ
Å Basic ḭDigest
Å HTTP cookie
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Web

WEB ṇ ṇWeb

WWW

ṕURL Ṗ

ÂHTTP

Å HTTP ḭWeb ṕ Ṗ Web ṇ ṇ

︣ ︡

Å Web פּ Web ṇ ṇ ︡ ṡ Ṣ ḭךּךּ

︡ Web ṇ ṇּפ כֿ︣ ṡ Ṣ לּךּ

HTML
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Â ṕ Ṗ

Å GET/POST/HEAD/PUT/DELETE

Â ṇ ṇ ṕ Ṗ

Å 1xx

Å 2xx

Å 3xx

Å 4xx ṇ

Å 5xx ṇ ṇ ṇ

Â ṕ ḱ Ṗ

Å User-Agent/ Referer /Content -Type

HTTP ︣
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HTTP ṇ

Â GET

Â

GET / HTTP/1.1

Host: s3.asial.co.jp

Connection: keep - alive

Cache- Control : no - cache

User- Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64 )

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp

Accept- Encoding: gzip, deflate

Accept- Language: ja,en - US;q=0.8,en;q=0.6

HTTP/1.1 200 OK

Date: Mon, 02 Oct 2017 12:17:37 GMT

Last - Modified: Mon, 02 Oct 2017 12:17:35 GMT

Accept- Ranges: bytes

Content- Length: 51

Connection: close

Content- Type: text/html; charset=UTF - 8
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HTTP ṇ

Â POST
POST /html5/post.php HTTP/ 1.1

Host: s 3.asial.co.jp

Connection: keep - alive

Content- Length: 57

Origin: http://s 3.asial.co.jp

sei=%E5%B2%A1%E6%9C%AC&mei=%E9%9B%84%E6%A8%B9&name=submit
POST

HTTP
URL
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ṇ ṇ

Â ṇ ṇ

Å 200 OK

V ︡ ︣ ṇ

Å 301 Moved Permanently

V ṇ צּ ︡ ︣ ṇ

ï URL HTTP וֹ

Å 304 Not Modified

V פּ אל ךּ ךּ ︣ ṇ

ï HTTP אל

Å 404 Not Found

V ṇ צּ פּ ךּ ︣ ṇ

Å 500 Internal Server Error

V ṇ ṇּצ ︡ ṇ ךּ ︣ ṇ
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Location ṇ ךּ

Â Location ṇ ךּ

Å HTTP אל ︣

Å ṇ ṡ Ṣ אל ︣

V3xx ṇ ṇ

Â Demo ṇ

Å http://s 3.asial.co.jp/html 5/location.php

V ṇ ṇ פּ Location ṇ ︡ ךּ ︣

Â ṇ ṇ

ẑṡHTTP Ṣ ḭ ṇ HTTP ṇ ︠ ︣
︣Ḯ ṇ ṇ טּצּ ︣Ḯ

<?php  

header(" Location:https://www.asial.co.jp /");

?>
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Location ṇ ךּ

Â ṇ ṇ

ẑṡHTTP Ṣ לּךּ טּצּ ︣Ḯ ṇ HTTP ṇ
︠ ︣ ︣Ḯ ṇ ṇ טּצּ ︣Ḯ

Â HTTP

<?php  

header(" Location:https://www.asial.co.jp /");

?>

HTTP/1.1 302 Found

Date: Mon, 02 Oct 2017 12:49:34 GMT

Location: https://www.asial.co.jp/

Content- Length: 0

Connection: close

Content- Type: text/html; charset=UTF - 8
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ṇ ︣

Â ṇ

Å פּ (HTTP 1.0 טּ(

Å ṇ ṇ

Å צּ ךּ︡

Å ︣ פּ ṇ ṇ ︡ ︡ לּ

Å וֹ וֹ http https אל

Â Web Storage

Å Cookie

Å ︡ ︡ כֿלּ ךּ

Å ṣ Ṥ לּךּ ︡ ṕ ḱ ṇ ḱ Ṗ

Â Indexed Database 

Å וֹפּ כֿ צּ קּ ṇ
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ṇ

Â ṇ Ḵ

Å ṇ ḭ ṇ ṇ פּ Web ︣

V HTTP ṇ אל ךּ ︣

Å ṇ אל ḭ ︢ ︣ ︣

Å אל h ṇ ︣ כֿ צּ קּ
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Web -HTML
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Â ṕ Ṗ

Å שּ︡ אל ḭHTML

HTML ṇ ︣ צּ קּ

Â

Å HTML ṇ ︣

Å ṇ ḭ ṇ ṕ Ṗ ︣

Å HTML ︣

Å ︢ ḭ ṇ ︣ ︣

Å ︢ ḭ ︣

Â

Å

Å ISO-2022 -JP, Shift_JIS , EUC-JP, UTF-8

Å

Å <html>,<title>,<link>,<meta >
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Â

Å קּ צּ ḭנּ

Å Web ṕ ḭשּ ︣ Ṗ

HTML

<!DOCTYPE html>

<html lang="ja ">

<head>

<meta charset="UTF- 8">

<title>HTML5 </title>

</head>

<body>

<h1>HTML5≤│</h1>

<p>HTML│Web ≢ ╩ ∆╢√╘─ ≢∆⁹HTML5─Ᵽכ☺ꜛfi≢│

╛▬fi♃ꜝ◒♥▫Ⱪ⌂◖fi♥fi♠╙Ⱪꜝ►◙∞↑≢ ≢⅝⁸╕√▪ⱪꜞ◔כ◦ꜛfiⱪ

ꜝ♇♩ⱨ◊כⱶ≤⇔≡─ ╙ ↄ ⅎ≡™╕∆⁹</p>

</body>

</html>
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ÂDOCTYPE

Â ṇ

Å BOM ︣ ḭפּ פּ <head>

HTML 5

<!DOCTYPE html>

<meta http- equiv="Content- Type" content="text/ html;charset=UTF- 8">

<meta charset="UTF- 8">
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Web -Web
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Â ṕ Ṗ

Å Web ︣ ךּףּ ḭ לּ ךּ פּ

︡ḭ ṇ קּ ︡ ךּ Ḯ

Å Web ︣ ︡ ḭ אל ךּ ךּ ︣

צּ קּ Ḯ

Â

Å Web ︣ לּ ḭ

Å Web ︣ ḭ ︣

Å ︢ ḭHTML צּ Web

Â

Å

Å Ajax
Å ṇ , ṇ (BMP, PNG, JPEG, GIF )
Å MVC ṇ
Å Base64
Å Data URI ṇ
Å SQL , XSS,  CSRF, ḱ ṇ , HTTP ḱ
Å DOM
Å ṇ , ṇ
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SQL

ÂSQL Ḵ

Å ṇ ṇ ṇ ︣ ךּ ḭ טּ SQLṕ ṇ

ḭ Ṗ ︣
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SQL

Â

RDB

ṇ ṇ
ṡIDṢ
http://shop.example.com/item.php? id=5

ṇ ṇ
SELECT  * FROM  items WHERE id = ' 5';
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SQL

Â

ṡIDṢ
http://shop.example.com/ item.php? id= ' OR 1 = 1; - -

RDB

ṇ ṇ
SELECT  * FROM  items WHERE id = ' ' OR 1 = 1; -- ';

idּצ 1==1פּ ṕ ︡Ṗḭ--
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SQL

Â

Å ṇ ︣

ü צּ ︡ ךּ ṇ ︣

Â

Åּט ︢פּ SQL ︡ ḭקּףּ וֹ קּ נּ ṡ

ṇ ṇ Ṣ לּךּ ︣
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XSS

ÂXSS Ḵ

Å ḭ ṇ ṇ ︡ צּ אל

Å

ü ṇ ṇ ṇ

ü

ü ︠

Å

ü Cross Site Scripting
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XSS

<script>
location.href= "http :// crack.example.com"

</script>

צּ אל

ṇ ṇ

אל ︡ ḵלּ

ÂXSS
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XSS

Â

Å HTML ḭ ṕ HTML

︣ כֿ Ṗ לּ

Å HTML

& ẓ &amp;

< ẓ &lt ;

> ẓ &gt ;

' ẓ &# 39 ;

" ẓ &quot ;
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CSRF

ÂCSRF Ḵ

Å ṇ ︡ ḭ פּ ︣

Å

ü

ü

ü

Å

ü Cross Site Request Forgery
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CSRF

shop.example.com

leave.php
URL

ÂCSRF

Å ︡ ḭimg JavaScript

︣

<imgsrc=
"http://shop.example.com/leave.php">
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CSRF

Â

Å ṇ ︣

Å ṇ ṇ ḭ פּ

שּ ךּ︡ ךּ טּ פּ ︣

Â

Å ṇ ︣

ü ṇ צּ טּ
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HTTP

ÂHTTP Ḵ

Å HTTP ṇ ︡ḭ ︣

ü HTTP ךּ ṕ

ṇ אל URL ︣ Ṗ

כֿ וֹ טּצּ

Å

ü ṇ

ü ṕ Ṗ

ü
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HTTP

Â HTTP

login.php?redirect =mypage.php%0DSet- Cookie: PHPSESSID=1234

Location:mypage.php

Set- Cookie:PHPSESSID=1234

header('Location: mypage.php%0DSet- Cookie: PHPSESSID=1234' );

נּ ḭ ךּ ṇ PHP ḭheader צּ
︡ ךּ ךּ ḭ2 HTTP צּ אל ︡ לּ

header('Location: '.$_GET['redirect']);

ṇ

ṇ ṇ פּ HTTP
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HTTP

Â

Å ṕ ṇ Ṗ ṇ ︣

Å HTTP צּ ךּ

︣
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ṇ

Â ṇ Ḵ

Å ../ / etc / passwd ḭ כֿ ḭ

︣

ü ṇ אל שּ כֿ

וֹ טּצּ

Â

Å צּ טּ פּ פּלּ ︣

Å ︣

Å וֹ ךּ
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API
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Â JavaScript ︣

Å Level2

Å Level1 קּ כֿשּףּ

ü / / /

canvas
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Web Storage

Â Web Storage Ḵ

Åṣ ṇ Ṥ ṣ ṇ ṇ Ṥּצ

V ṇ ︢

Å קּ ṇ

V ︣ JSON לּךּ ︡ ︣Ḯ

localStorage.setItem(" ", " ");

localStorage.getItem(" ");
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header ṕ Ṗ

footer ṕ Ṗ

section ṕ Ṗ

aside
ṕ ṇ

Ṗ

article ṕ ︡ ︡ Ṗ

article ṕ ︡ ︡ Ṗ

nav ṕ ṇ Ṗ
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Âarticle section

Å ︡ ︡ ךּ <article> ḭ

<section >

Å < article> ḭ<section > צּ ךּ

Âheader footer

Å <header> ḭ<footer> <article> ḭ<section> כֿ

קּ

Å <header> <h 1>Ṍ<h 6> ḭצּ שּ ךּ
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Â ṕvideoṖḭ ṕaudioṖ

Å ךּ ︢

Å ︣ <source> לּ

video/ audio/source

<video src="video.mp4" controls autoplayloop></video>

<audio controls autoplayloop>

<! - -- >

<source src="audio.ogg" type="audio/ ogg" media="all">

<source src="audio.mp3" type="audio/mp3" media="all">

<p> </p>

</audio>

<audio src="audio.mp3" controls autoplayloop></audio>


